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NEW QUESTION: 1
Which of the following devices implements CSMA/CA virtually
through the RTS/CTS protocols?
A. 802.11 AP
B. Firewall
C. Switch
D. Router
Answer: A

NEW QUESTION: 2
Which of the following is NOT true of the Kerberos protocol?
A. The KDC is aware of all systems in the network and is
trusted by all of them
B. The initial authentication steps are done using public key
algorithm.
C. It performs mutual authentication
D. Only a single login is required per session.
Answer: B
Explanation:
Kerberos is a network authentication protocol. It is designed
to provide
strong authentication for client/server applications by using
secret-key cryptography. It has
the following characteristics:
It is secure: it never sends a password unless it is encrypted.
Only a single login is required per session. Credentials
defined at login are then passed
between resources without the need for additional logins.

The concept depends on a trusted third party - a Key
Distribution Center (KDC). The KDC
is aware of all systems in the network and is trusted by all of
them.
It performs mutual authentication, where a client proves its
identity to a server and a server
proves its identity to the client.
Kerberos introduces the concept of a Ticket-Granting
Server/Service (TGS). A client that
wishes to use a service has to receive a ticket from the TGS a ticket is a time-limited
cryptographic message - giving it access to the server.
Kerberos also requires an
Authentication Server (AS) to verify clients. The two servers
combined make up a KDC.
Within the Windows environment, Active Directory performs the
functions of the KDC. The
following figure shows the sequence of events required for a
client to gain access to a
service using Kerberos authentication. Each step is shown with
the Kerberos message
associated with it, as defined in RFC 4120 "The Kerberos
Network Authorization Service
(V5)".
Kerberos Authentication Step by Step Step 1: The user logs on
to the workstation and requests service on the host. The
workstation sends a message to the Authorization Server
requesting a ticket granting ticket (TGT).
Step 2: The Authorization Server verifies the user's access
rights in the user database and creates a TGT and session key.
The Authorization Sever encrypts the results using a key
derived from the user's password and sends a message back to
the user workstation.
The workstation prompts the user for a password and uses the
password to decrypt the incoming message. When decryption
succeeds, the user will be able to use the TGT to request a
service ticket.
Step 3: When the user wants access to a service, the
workstation client application sends a request to the Ticket
Granting Service containing the client name, realm name and a
timestamp. The user proves his identity by sending an
authenticator encrypted with the session key received in Step
2.
Step 4: The TGS decrypts the ticket and authenticator, verifies
the request, and creates a ticket for the requested server. The
ticket contains the client name and optionally the client IP
address. It also contains the realm name and ticket lifespan.
The TGS returns the ticket
to the user workstation. The returned message contains two
copies of a server session key
- one encrypted with the client password, and one encrypted by
the service password.

Step 5: The client application now sends a service request to
the server containing the
ticket received in Step 4 and an authenticator. The service
authenticates the request by
decrypting the session key. The server verifies that the ticket
and authenticator match, and
then grants access to the service. This step as described does
not include the authorization
performed by the Intel AMT device, as described later.
Step 6: If mutual authentication is required, then the server
will reply with a server
authentication message.
The Kerberos server knows "secrets" (encrypted passwords) for
all clients and servers
under its control, or it is in contact with other secure
servers that have this information.
These "secrets" are used to encrypt all of the messages shown
in the figure above.
To prevent "replay attacks," Kerberos uses timestamps as part
of its protocol definition. For
timestamps to work properly, the clocks of the client and the
server need to be in synch as
much as possible. In other words, both computers need to be set
to the same time and
date. Since the clocks of two computers are often out of synch,
administrators can
establish a policy to establish the maximum acceptable
difference to Kerberos between a
client's clock and server's clock. If the difference between a
client's clock and the server's
clock is less than the maximum time difference specified in
this policy, any timestamp used
in a session between the two computers will be considered
authentic. The maximum
difference is usually set to five minutes.
Note that if a client application wishes to use a service that
is "Kerberized" (the service is
configured to perform Kerberos authentication), the client must
also be Kerberized so that it
expects to support the necessary message responses.
For more information about Kerberos, see
http://web.mit.edu/kerberos/www/.
References:
Introduction to Kerberos Authentication from Intel
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NEW QUESTION: 3

His proclivity for _____ had at one time made him a suspect in
every open case of vandalism, but it also
made him mentally qualified for the specialized unit in the
military whose job it was to reduce ______
munitions.
A. trouble. . .reliance
B. extirpation. . .stockpiled
C. opulence. . .droll
D. gang membership. . .built up
E. intimidation. . .depleted
Answer: B
Explanation:
Explanation/Reference:
Explanation:
We're looking for a first word match that would align with the
crime of destruction or vandalism. Choices A,
B, and C "trouble," "gang membership," and "extirpation" all
qualify. The second blank should relate to the
destruction of a certain type of munitions. Again, Choices B
and C "built up" and "stockpiled" are possible.
Now we're down to making a choice between two possible choices.
Since "extirpation" means destruction
and is more specific to the crime of vandalism than simply
belonging to a gang, Choice C is correct.
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